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Glossary of Terms 

Term Meaning 

Agile project management A project management methodology   

Apache  An open-source web server software 

Cybercriminal        Someone that uses the internet to commit crimes such as 
stealing personal data 

Cybersecurity The act of protecting digital systems, networks and data from 
unauthorised access. 

Data breach                 Access of unauthorised data such as sensitive data of people. 

Fail2ban A software that can protect web servers from brute-force 
attacks. 

Hotlink protection 
 

A tool that helps prevent direct links of a website’s file. 

Intrusion Detection A security system that monitors the traffic of a network and alert 
users of any suspicious activity spotted on their network. 

LAMP Stack A bundle software that includes Linux, Apache, MySQL and PHP. 

Let's Encrypt A free, automated, and open certificate authority service that 
helps in enabling HTTPS(SSL/TLS) encryption for websites by 
providing digital certificates. 

OpenVAS A tool that can scan a web server for vulnerabilities. 

Password policy configuration A software tool that involves setting up specific rules and 
requirement for password on the server to ensure they are 
strong enough to not be easily compromised by an attacker. 

Secure Shell (SSH) A network protocol that allows secure communication between 
two systems. 

Secure Socket Layer (SSL) A protocol for ensure that data transmitted over a network is 
secure and cannot be intercepted by an attacker by encrypting 
the communication between the web server and the client 

Two Factor Authentication A security protocol that forces to verify their identity with two 
different factors before gaining access. 
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Unattended updates 
 

A tool that ensures a server is always up to date in terms of 
security patches and updates 

Virtual machine 
 

A software emulation of a physical computer system 

VirtualBox A software that allows for multiple virtual machine on a single 
physical machine 

Web application firewall (WAF) 
 

A tool helps protect web applications from malicious attacks. 

Webserver             A computer system that provides web pages and other services 
to users. 
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Introduction and Background 
Ensuring the security of web server applications and data from unauthorised access, data theft, and 

cyber-attack is very important in today's digital age. Businesses all over the world use web 

applications to provide services to their consumers; therefore, securing the webserver of such an 

organisation is a top priority to prevent data loss and many security breaches that could negatively 

impact the company's reputation or cause severe financial damage. Christoffer et al. (2021) explain 

that a web server is a software application that provides access to specific functionalities or services 

through the internet, allowing users to access the web server through a web interface without the 

need to install any software.  

Web servers have become a primary target for cybercriminals due to the increasing dependence on 

the Internet for communication, commerce, and other important services. Therefore, this project 

aims to address the security concerns of web servers. It is extremely important to ensure web 

servers are adequately secured against potential attacks because a successful attack on a web server 

could have severe consequences such as data breach, theft, service disruption and downtime. This 

project will explore different tools and software that can enhance and strengthen web servers' 

security. Each tool and software will be evaluated to identify its effectiveness in mitigating security 

risks. 

A study conducted by Rundle (2022) demonstrated that due to the high stakes and potential 

consequences of mistakes, defenders experience a high level of stress when fixing web server 

security issues. This shows the number and frequency of webserver attacks and the scale of the 

problem. The cost of a successful attack on a web server is significantly high; hence this project will 

contribute to preventing attacks by exploring and testing the different tools and software that stop 

attacks on web servers. Traditional security measures may no longer be enough to secure web 

servers as technologies are advanced and attacks and becoming increasingly sophisticated. 

There are several stakeholders that can relate to this project. Website owners and operators may 

benefit from this project for protecting their users' sensitive data and ensuring their web server 

security. The end-users may also benefit from this project since they expect web-based services and 

applications to be protected and secure against attacks and rely on them. Cybersecurity 

professionals and IT experts that aim to ensure web servers are adequately protected against 

potentials and are responsible for maintaining and securing web servers are other stakeholders of 

this project. This project may also benefit from policymakers and regulators that aim to establish and 

enforce web server security and protection regulations. 

Contributing to improving the web server's security is the primary purpose of this project. The aims 
of the project are as follows: 

• Evaluate the most effective tools and software that further secure webservers. 
• Provide insights and recommendations of webserver configurations to enhance their 

security that could be applied to other webservers. 
• Contribute to the worldwide effort to protect the sensitive data of users of web-based 

services and application. 
• Emphasise the importance of a secured web server and encourage website owners to 

ensure they are secure from potential threats. 
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The objectives were designed to allow this project to deliver the project aims within the time 
constraints. The objectives are as follows: 

• Thoroughly research the current information related to web server security. 
• Investigate different tools and software that can be used to enhance the security of web 

servers. 
• Evaluate the most effective tools and software that further secure web servers. 
• Develop and design a webserver and implement several security tools and software 

identified from the literature review. 
• Configure the webserver to make it secure to meet industry standards in security practices. 
• Test the developed web server and evaluate the effectiveness of the security tools and 

software implemented. 
• Document the development and testing stages of the webserver 
• Provide a clear recommendation for enhancing web server security. 

 

The project's scope is to focus on the commonly used webservers for hosting web-based services 

and applications such as Apache and investigate different tools and software that can be used to 

further improve the security of the webservers. Webservers being the main target for cyberattacks is 

one factor that justifies this project's scope, as enhancing security is vital to protect users' sensitive 

data. Another factor that justifies the project's scope is the wide usage of web servers, representing 

a considerable portion of the internet infrastructure, making web servers a very important 

component of our system. 

This project did not require ethical approval from the university; however, ethical, legal and social 

impacts are associated with the project. By enhancing the security of web servers, the project helps 

to prevent data breaches and cyberattacks, therefore, addressing legal concerns. From a legal point 

of view, the project will comply with relevant laws and regulations relating to data protection and 

web server security despite processing dummy data. In terms of social impacts, individuals and 

organisations can benefit from this project as it highlights ways to enhance the security of web 

servers. 
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Project Management Strategy 
The agile project management methodology was the technique used to manage this project. Per 

Chia, Tung and Yong's (2022) discussion about the flexibility of Agile project management and 

allowing for changes to be made throughout a project lifecycle, this management methodology 

allowed for flexible and iterative decision making which made it easy to decide between which tool 

and software will best suit the webserver and improve the security of it throughout the project's 

lifecycle. Gaborov and Ivetić (2022) elaborated on this and stated that agile provides an iterative 

approach allowing for continuous improvement and adaptation to improve the project at hand 

further. 

To ensure the webserver was secure, security measures and requirements were incorporated and 

assessed throughout the development project’s lifecycle, and regular testing was conducted during 

each iteration. In terms of visualising the project timeline, the Gantt chart tool was used with the 

agile approach. This helped in understanding the project’s progress and staying on track with the 

project goals. Figure I is a Gantt chart that outlines the project timeline. This allowed potential 

delays or roadblocks to be identified, which could be properly tackled to ensure the project stays on 

track.

 

Figure i: Gantt Chart 

 

The Gantt chart illustrates all the project stages, from the hardware and software gathering to the 

report-writing phase. Implementation phases and testing phases overlapped with one another due 

to time constraints. Nonetheless, the Gant chart accurately shows the tasks and timeline required to 

develop this project. 

There are alternatives to agile project management; the waterfall methodology could have been 

used to manage this project. The waterfall is a straightforward and simple methodology, making 

planning and managing projects easier. According to Nicula and Ghimiși (2019), waterfall provides a 

well-defined project structure with clear phases and deliveries, which makes projects easy to 

manage. This allows for better control over the project since each phase is completed before moving 

on to the next. However, the waterfall can be difficult to make changes once a phase has been 

completed because it is flexible in its design. This would not have suited the project since the main 

project goal was to find security tools and techniques and revolved around going back and forth to 

find ones that better improve the security of the web server. Another alternative methodology that 

could have been used is Kanban. This methodology focuses on visualising workflow and making work 

visible, which increases communication and collaboration, according to Shamshurin and Saltz (2022). 

This allows for identifying and addressing inefficiencies in the process more quickly. 
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Similar to the methodologies, alternative tools could have been used in this project. According to 

Evdokimov et al. (2018), the PERT project management tool analyses tasks necessary for project 

implementation by breaking down a project into smaller tasks and identifying their dependencies to 

create a network diagram. This provides a clear visualisation of the project’s schedule and helps spot 

problems that may require additional resources. 
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Literature Review 
This section of the report is a literature review that will discuss the numerals systems, techniques, 

applications and tools that can be used to secure web servers. This literature review will discuss the 

benefits and limitations of LAMP stack, Secure Shell (SSH) and SSH hardening, Secure Socket Layer 

(SSL), OpenVAS, Fail2ban, Two Factor Authentication, Password policy configuration, Intrusion 

Detection System, Unattended updates system, Web application firewall, Hotlink protection and 

Let's Encrypt as shown in Figure ii. The literature review displayed each benefits and limitations in a 

table format to make it clear, organised, and easy to read. 

Tool/software Benefit Limitations 
LAMP Stack 
 

Max (2017) stated that LAMP stack is one 
of the most well-known open-source 
software for web development because of 
its flexibility and user-friendliness. Max 
(2017) also explained that Linux provides a 
safe environment for the web application 
to run on, and the Apache aspect provides 
the web server with a wide range of 
security features and modules to enhance 
the overall security of the web server. To 
provide a secure to store and retrieve data, 
MySQL does just that, and for the server-
side scripting language of the web 
application, PHP programming language 
provides that and more.  
Matt (2021) went on to state that the 
LAMP stack provides a stable and reliable 
platform for developers to develop on will 
making web development accessible to 
developers at all levels. 

Louridas (2016) talked 
about one of the major 
limitations of the LAMP 
stack: it requires data to 
be stored as a relational 
database model, which 
limits users.   
Dhuny et al. (2022) also 
explained that the open-
source nature of the 
LAMP stack makes it a 
security vulnerability. 
There is no centralized 
authority that is 
responsible for system 
updates and security 
patches.  

SSH 
 

Lucian (2019) commented SSH provides a 
high level of security because of its ability 
to encrypt transmitted data. Lucian (2019) 
also mentioned SSH allows users to access 
their servers worldwide through its secure 
remote access. 
Wang, Chen and Yu (2022) elaborated on 
this and discussed that SSH provides a 
secure channel for accessing and 
controlling servers and encrypts the data 
being transmitted, including passwords 
and other sensitive information, to prevent 
unauthorised access and cyber-attacks, 
further giving the server another layer of 
security. 

Lucian (2019) explained 
that SSH could fall victim 
to a man-in-the-middle 
attack when an attacker 
intercepts data before it 
gets transmitted. 

Secure Socket Layer 
(SSL) 
 

According to David and Alex (2019), the SSL 
protocol makes transmitted data 
unreadable to eavesdroppers. This 
provides an additional layer of security for 
web servers.  

Owoh and Mahinderjit 
Singh (2018) studies 
showed that SSL could be 
vulnerable to attacks and 
misuse if it is not 
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Rama Devi et al. (2020) also informed that 
SSL provides privacy and safety in data 
transmission between web browsers and 
servers. It ensures that information is 
encrypted between the two parties, 
making it difficult for an attacker to 
eavesdrop and obtain the transmitted 
data. 

implemented correctly. 
This can compromise the 
integrity and 
confidentiality of 
sensitive data 
transmitted over a 
network. 

OpenVAS  
 

Caponi and Leuti's (2019) studies showed 
that OpenVAS is a free, open-source tool 
that can be used for vulnerability 
assessment and detect vulnerabilities in all 
types of systems and applications, such as 
operating systems, web servers, and other 
networks. OpenVAS also provides a report 
of the vulnerabilities it found after 
scanning a network, which can be used to 
improve the system's security. 

Xia et al. (2020) informed 
that OpenVas might not 
be reliable as it cannot 
detect all vulnerabilities, 
especially if the attacker 
is not included in the 
NVT plugin library. Xia et 
al. (2020) also stated that 
OpenVas consumes 
many system resources, 
such as memory and 
CPU, which could slow 
down the system. 

Fail2ban. 
 

Sandra (2022) noted that fail2ban monitors 
system logs and blocks suspicious IP 
addresses by placing them in "jail", helping 
protect the system from potential attacks 
and unauthorised access. 
Per Sandra's (2015) statement, fail2ban 
adds an extra layer of security to the 
system and helps block addresses that are 
suspicious of the system's security. 

On the other hand, 
fail2ban relies heavily on 
log files to detect 
security threats; 
therefore, an attacker 
could exploit this by 
avoiding generating log 
entries.  

Let's Encrypt. 
 

The automated and cost-free nature of 
Let’s Encrypt makes it an advantage, 
according to Sujatanagarjuna, Bochem and 
Leiding (2022). Let’s Encrypt provides its 
users with a safer web experience, as sites 
without SSL certification are listed as 
unsafe and could potentially hurt a 
business. 

Paul (2016), on the other 
hand, believes that Let's 
Encrypt has negative 
aspects, such as it allows 
attackers to generate 
their own legitimate SSL 
certificates to host 
malicious HTTPS sites or 
sign malicious codes. This 
puts users of such sites 
at risk of phishing attacks 
or malware infections. 
Paul (2016) also stated 
that certificates made by 
Let's Encrypt have a 
lifespan of 90, which 
means users will have to 
renew every 90 days 
making it a tedious 
process. 
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Password policy 
configuration 
 

Gupta et al. (2023) studies showed that 
pluggable authentication modules can be 
used for tracking login activities securely. 
The Pluggable Authentication Modules 
(PAM) provide a way to authenticate users 
by configuring and defining various 
password policies to ensure stronger 
security against attackers. This can then be 
examined to look for potential security 
vulnerabilities. Gupta et al. (2023) 
mentioned that it could also be used to 
securely log attempts made to the server, 
which can then be monitored for security 
breaches or suspicious activity. 

The PAM package might 
be difficult to set up and 
configure since it 
requires technical 
knowledge, making it 
challenging for non-
technical users to 
implement. Secondly, 
PAM is not flexible, 
which limits it to a 
particular environment 
only. 

Two Factor 
Authentication. 
 

Xu et al. (2018) briefly stated that by 
requiring two different factors, two-factor 
authentication makes it extremely difficult 
for a user without unauthorised access to 
enter the system or gain access to sensitive 
data. 
It provides an additional layer of security 
and reduces the risk of data breaches, 
phishing and brute-force attacks on the 
server. 

A limitation of two-factor 
authentication is the risk 
of being unable to 
generate TOTP codes 
when the phone is lost. 
Two-factor 
authentication relies on 
another device to 
generate TOTP, so it 
becomes impossible to 
get into the system if the 
device is lost or not 
around. 

Intrusion Detection. 
 

According to Kanna and Santhi (2021), an 
intrusion Detection System helps secure a 
network by differentiating malicious 
entries from legitimate ones in network 
traffic data. Tian, Li and Liu (2019) 
explained that intrusion detection 
guarantees secure communication on the 
server as it monitors the network activities 
and detects suspicious addresses 
interacting with the network. 

Ashfaq et al. (2016) 
discussed that intrusion 
Detection does not 
necessarily guarantee 
network protection since 
attackers always look to 
disrupt networks with 
several attacks. 

Unattended updates 
 

There are several benefits of Unattended 
updates. It ensures the server is always up 
to date with the latest software version 
and security patches, which reduces the 
risk of vulnerabilities in the server.  
K.Buzdar (2017) stated that an unattended 
installation requires little user intervention 
since it installs automatically. This saves 
time and effort that would have been 
spent checking for weaknesses in the 
system and manually installing updates. 

However, unattended 
updates come with 
several limitations. It can 
overwrite custom 
configurations or settings 
since its automatic. It can 
also disrupt ongoing 
processes and even 
cause downtime for 
users. 

Web application firewall 
 

Dawadi, Adhikari and Srivastava (2023) 
mentioned web application stands 
between the web application and client, 

Dawadi, Adhikari and 
Srivastava (2023) 
discussed that some web 
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acting as a barrier on the internet and 
guarding the application's vulnerabilities by 
detecting anomalous traffics and filtering 
harmful communications. 
Shaheed and Kurdy's (2022) studies 
showed that web application firewalls 
could help detect and block attacks that 
would have escaped traditional firewalls. 
Tekerek and Bay (2019) elaborated on this 
and stated WAF protect against different 
types of web-based attacks, such as SQL 
injection and cross-site scripting. 

application firewall only 
works on specific attack 
and threats and does not 
work on zero-day 
attacks. Dawadi, Adhikari 
and Srivastava (2023) 
also stated that they 
could not properly 
protect web servers 
since they do not inspect 
HTTP packets in the 
application layer. 

Hotlink protection 
 

Implementing hotlink protection protects 
the website’s assets from theft. This 
ensures the website owners have total 
control over their content and conserves 
bandwidth. 
It helps protect images on the website 
from image theft and prevent excessive 
bandwidth usage. Enabling hotlink 
protection ensures that only users with 
permission to access content can, and it 
does this by blocking requests specific for 
types from unauthorised users. 

There are several 
limitation of this tool. 
Determined attackers 
may be able to bypass 
the hotlink protection, 
and hotlink protection 
could potentially block 
legitimate users, 
especially if they are not 
authorised. 

Figure ii: Benefits and limitations of the tools and software 

The project aims to provide a guide and set of recommendations to individuals and organisations on 

correctly developing and maintaining a secure web server. Developing a secure webserver by 

integrating different security tools and software given in this report is the focus and intention. The 

project will address the outcomes by identifying the specific tools and software based on the 

relevant literature review. Each tool and software are evaluated by their weakness and strengths to 

determine the suitable ones for the webserver properly, then implement the selected into the 

webserver. After implementation, the effectiveness of the tools and software will be tested to 

ensure they are working as expected.  

The focus and intention address the broader problem by providing a practical solution to the 

security of web servers. A set of recommendations for developing and maintaining a secure web 

server is proposed. This enables individuals and organisations to enhance the security of their web 

servers and protect the web-based services from web-based attacks if they choose to implement the 

recommended security tools and techniques. By providing a comprehensive guide to developing and 

maintaining a secure web server, this project contributes to the broader research on web security 

and can be used as a reference for future research. 
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Methodology 
Various security tools and software that help to enhance a web server's security, as per the 

literature review's findings, will be implemented into this webserver. Developing a secure web 

server will serve as an example and model for individuals and organisations looking to enhance their 

own web server's security as they could implement the appropriate security measures to protect 

against cyber threats and ensure the safety of their data from this project. The web server will also 

serve as a practice ground to determine which security tools and software are best suited for 

different types of web servers and for different levels of security needed. The project will provide 

insights into the most effective measures for securing web servers by utilising the various security 

tools and software to create a secure web server. 

The finding of the literature review has had a significant influence on this project's artefact as it 

provided valuable insights into the various security tools and techniques that can help improve and 

enhance the security of web servers. The literature review helped identify the strengths and 

weaknesses of the different security tools and techniques for web servers. It also influenced 

identifying the security measures' limitations and potential vulnerabilities so a recommendation 

could be designed to address each limitation. The literature review informed the importance of 

maintaining a web server over time through updating and proper maintenance. 

To develop a secure web server, there are several tools and software required. Figure iii shows the 

tools and software used in this project. 

Tools/software Specification/ reasoning 

Laptop The laptop will have an Intel of Core i5, RAM of 
8GB and 256GB of SSD storage. This high-
performance laptop enables it to smoothly 
handle resource-intensive tasks such as running 
two or more virtual machines. 

Router For managing network traffic between the 
server and the client machines and to ensure 
the machines always remain accessible. 

Backup storage device To ensure that data is backed up and can be 
quickly restored in case of a hardware failure 
and to minimise the risk of data loss. 

Virtual Box To host several virtual machines and isolate 
them while testing numerous security 
configurations. 

Ubuntu_20.4.1_server_amd64 Operating system serving as the server machine 
to provide a stable, secure and versatile 
platform to develop the server. 

Kali machine Serving as the client machine for testing, 
evaluation and identifying potential security 
weakness. 

LAMP stack For the web server and database management, 
build a highly scalable and performant server 
that can be used to meet the aims and 
objectives. 
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Secure Shell tool Ensure secure access to the server and manage 
the sever remotely without needing physical or 
direct access. 

Secure Socket Layer security protocol To encrypt transmitted data over the network 
and ensure sensitive information remains 
confidential and secure.  

Fail2ban Protect the server against brute-force attacks 
and other unauthorised access by proactively 
identifying and blocking potential security 
threats. 

Two-factor Authentication Authenticating users and adding an extra layer 
of security by protecting against common cyber 
threats. 

Password policy configuration To enforce strong password requirements and 
protect against common password guessing 
and brute-force attacks. 

PAM package To force users to create strong passwords and 
ensure accounts remains secure and protected 
against unauthorised access. 

Snort For monitoring the network traffic and 
detecting malicious activity to minimise data 
breaches and other cyber-attacks. 

Unattended updates system Ensure the server is always up to date with 
security updates and patches. 

Web Application Firewall tool Protect the web server from malicious attacks 
by monitoring and blocking suspicious requests 
to the server. 

Hotlink protection software To prevent direct links to the website's assets 
and protect assets from data theft and misuse. 

Figure iii: Tools and Software used 
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Implementation Of Artefact 
This implementation section will provide a step-by-step guide describing the necessary process a 
user must follow to reproduce a successfully secured web server. This involves the software and 
hardware needed, setup guidelines, and additional relevant information. This section will be written 
clearly and concisely while outlining each stage of the process in detail for readers to replicate 
efficiently. This will provide the information required to be enabled to set up and run a secured 
webserver without encountering any significant issues. 

1. Environment set-up 
For a secure webserver implementation, a laptop (pc), VirtualBox software and two virtual machines 

installed within the VirtualBox are needed. The Virtual box allows for creation of multiple isolated 

environments, called virtual machines, for testing and implementation. Each virtual machine created 

operates independently, and any configuration done on them does not affect the primary system. 

This means different configurations can be done and tested to find the best settings that increase 

the web server's security with zero risks of affecting the main system. 

On the laptop or pc, install Virtual Box, and create two virtual machines, which is 

ubuntu_20.4.1_server_amd64.ovf as the server and Kali Linux as the client. Configure the virtual 

machines according to the system requirement for smooth operation. 

 

Figure iv: Ubuntu vm configuration 

 

 

Figure v: Kali vm configuration 
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Now we have to set a static IP address on both virtual machines. Starting with the Ubuntu virtual 

machine, navigate to the netplan directory by entering “cd /etc/netplan” in the terminal. Then, open 

the configuration file “00-installer-config.yaml” with the nano text editor and enter using “sudo 

nano 00-installer-config.yaml” command. Set the static IP address inside the configuration file as 

shown in Figure iv, with the IP address preferred. After setting up the static IP, enter “sudo netplan 

apply” in the terminal to apply these changes. 

 

Figure vi: Ubuntu IP configuration 

 

On the Kali machine, right-click the rectangular icon on the top bar, click on the bottom plus sign and 

select “Create”. Navigate to “IPv4 settings”, then add an IP address and save. 

 

Figure vii: kali IP address configuration 

 

2. Apache installation 

There are several benefits to installing Apache on the server. Not only is Apache a free and open-

source software, it also includes numerous modules that enhance the web server's functionality and 
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security of the web server. In terms of security, Apache is one of the most popular software that 

guarantees that. Apache provides several modules to protect communications between clients and 

the server and allow for access control to the server.  

Before installing Apache on the server, the virtual machine must have access to the internet by 

configuring the server on "Nat" and disabling the static IP address. To confirm internet accessibility, 

enter the terminal "ping 8.8.8.8". To install Apache, first update the local package index with "sudo 

apt update", then install the apache2 package by entering "sudo apt install apache2". If a ufw 

firewall is set up, enter "sudo ufw allow "Apache Full" to open up the HTTP and HTTPS ports. 

 

Figure viii: Apache installation, http and https ports open up 

 

3. MySQL installation and configuration 

MySQL database management system provides several security benefits on web servers. MySQL 

allows for creating and managing user accounts and permissions on the server, and it also provides a 

secure authentication mechanism by verifying users before allowing access to the data. To install 

MySQL, first update the system with “sudo apt update”, then install MySQL with “sudo apt install 

mysql-server”. After installing MySQL, root can be used to enter, which is not very secure; therefore, 

the authentication method for root must change with a preferred password. To do this, enter MySQL 

with “sudo mysql” then in MySQL enter “alter user ‘root’@’localhost’ identified with 

mysql_native_password by ‘[preferred password here]’;” Now exit MySQL with “exit” and enter 

“mysql_secure_installation” to run the MySQL secure installation to make the installation more 
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secure. MySQL will prompt to enter the [preferred password] set in the previous step, then choose 

yes to use the validate password component, which makes it more secure.  

 

Figure ix: MySql secure installation 

 

Users will be prompt to choose how strong passwords must be, choose the strong option to make it 

secure.  

 

Figure x: MySQL password strength 

 

MySQL will ask a series of questions such as “remove anonymous users”, “Disallow root login 

remotely”, and “Remove test database and access to it?” to strengthen the system. Answering yes to 

them increases security. 

 

Figure xi: MySQL secure installation configurations 
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After the mysql secure installation configurations, trying to log into mysql with root by using “sudo 

mysql” will not work, instead this command “mysql -u -p” works by prompting users to enter 

password. This further makes the system secure since users are authenticated before allowing 

access into the database.  

 

Figure xii: Secure MySQL access 

 

4. PHP installation 

PHP helps maintain the server's security as it is compatible with numerous security tools 

such as web application firewalls and intrusion detection systems. PHP being an open-

source language means security patches and updates are received the moment they are 

released, guaranteeing the server's security. 

To install PHP on the server use “sudo apt install php” then install phpMyAdmin as well with 

“sudo apt install phpmyadmin”. Users will be prompt to choose the webserver that should 

automatically be configured to run phpMyAdmin, apache2 will be selected here.  

 

Figure xiii: PHP Installation configuration 

 

The installation will ask about auto configuration to the databases, “no” will be selected here.  
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Figure xiv: phpamyadmin web server auto configuration 

 

5. Self-Signed Certificate 

SSL improves the security of the web server. SSL enables HTTPS encryption, ensuring that 

communications between the clients and the server are encrypted and secure. SSL also 

provides a level of trust as it ensures users communicate with the intended server. To create 

a Self-Signed Certificate on the Apache webserver and secure communication between the 

client and the webserver, an Apache module called “mod_ssl” will be used to enable SSL 

encryption. This module is enabled by using the a2enmod command and then restarting 

Apache. 

 

Figure xv: a2enmod command and Apache restart 

 

After enabling mod_ssl, a self-signed SSL certificate needs to be generated with the help of the 

openssl command. This command will create a key file and a certificate file containing the website 

information such as the hostname and IP address. Thew certificate uses DSA algorithm with a key 

length of 2048 bits and is valid for one year. The certificate creation process will prompt users to 

enter hostname or IP address to access the website. For this example, we will use “gojogym.com” as 

hostname.  
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Figure xvi: SSL key file and certificate file creation 

 

The next step is to configure Apache to use the certificate and key files created. In the sites-available 

directory, create a new Apache configuration file specifying the ServerName and DocumentRoot 

directories.  

 

Figure xvii: creating a new file in sites-available 

 

Add the necessary SSL options to point to the certificate and key files. 

 

Figure xviii: specifying the ServerName and DocumentRoot with necessary SSL options 

  

Next is to enable the configuration file with the a2ensite tool 
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Figure xix: using a2ensite tool to configuration file 

 

Test for any error in the configuration then reload Apache 

 

Figure xx: error testing and Apache reload 

 

To redirect requests from HTTP to HTTPS since the current configuration only responds to HTTPS 

requests on port 443, another VirtualHost block needs to be added to match requests on port 80 in 

the .conf file created in sites-available directory. 

 

Figure xxi: redirecting HTTP to HTTPS 

 

Test the configuration syntax again and reload apply to apply the new changes. 

For testing purposes, create a DocumentRoot and put a php file in.  

 

Figure xxii: creating a DocumentRoot 
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Figure xxiii: creating test php file 

 

In the php file write a simple html script. 

 

Figure xxiv: sample simple html script in test.php file 

 

Now configure the netplan by enabling the static IP and switch from Nat to Bridge network for the 

server. On the kali virtual machine navigate to the terminal and ping the server by entering “ping 

192.168.206.62”. If successful, configure the “/etc/hosts/” to associate the hostname with the 

server’s IP address. This allows access to the site using the hostname instead of the IP address. Add 

the server’s IP address followed by the hostname as shown in the figure xix 

 

Figure xxv: configuring “/etc/hosts/” 

 

Visit the php site on a browser to confirm if it worked  

 

Figure xxvi: test.php on browser 

 

6. SSH enabling, connecting, and hardening 

By default, SSH is not enabled and to enable it, first make sure to be on Nat and netplan configured 

to access the internet then update the server with "sudo apt update" and install the openssh-server 
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package with “sudo apt install openssh-server”. Verify that SSH is running by entering "sudo 

systemctl status ssh".  

With SSH now enabled, it ensures that connection to the server from another computer is secure 

and helps prevent eavesdropping and data interception from attackers as it uses encryption to 

protect transmitted data. SSH also allows for remote access control as it allows users with 

permission to connect to the server to do so remotely. 

 

Figure xxvii: verifying if SSH activate 

 

To connect to the SSH, switch to bridge on both machines and ping each other. Then in the terminal 

of client machine, enter “ssh user@192.168.206.62”, choose yes in when prompted and enter the 

server’s password to connect to the server through the client’s machine.  

mailto:user@192.168.206.62
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Figure xxviii: successful SSH connection 

Hardening the SSH increases the security of the server. To do this, navigate to the SSH directory by 

entering “cd /etc/ssh/” then using nano text editor open “sshd_config” file. Inside the sshd_config 

file, uncomment lines to add layers of security to the SSH. After enabling the rules, save the file and 

restart SSHD with “sudo systemctl restart ssh”. 

There are several configurations done on the sshd_config and they are as follows. 

• “AllowUsers”: This will restrict SSH access to certain users, reducing the risk of unauthorised 

access by specifying which users can log into the server through SSH. In this example only 

“user” is allowed SSH log in.

 
 

• “PermitTunnel no”: This turned on will prevent users from bypassing security measures such 

as firewalls. 

 
 

• “MaxSessions”: This turned on will protect the SSH from denial of service by preventing 

overwhelming the daemon. 
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• “ClientAliveInterval”: This will set a timeout interval (300 in this example) for inactivity and 

send a message to the client for a response. 

 
 

• “ClientAliveCountMax”: This disconnects the client and terminates the session after sending 

the specified number for ClientAliveCountMax messages. In this example after 3 

ClientAliveCountMax messages, users will be disconnected from the SSH 

 
 

• “PermitEmptyPasswords”: This will disallow logins to accounts with empty passwords on the 

SSH 

 
 

• “MaxAuthTries”: This will minimise the risk of successful brute force attacks on the SSH 

server.  

 
 

7.  Installing and configuring fail2ban 

Fail2Ban intrusion prevention software provides an extra layer of security to the server. It protects 

the server from brute-force attacks by detecting repetitive failed login attempts and blocks the IP 

address of the source. Fail2Ban is flexible and easy to customise, allowing the security configurations 

to be customised. 

To install fail2ban, configure the server to have access to the internet. In the terminal update the 

system then enter, “sudo apt install fail2ban”. This will install fail2ban on the server, confirm if it 

installed by entering “sudo systemctl status fail2ban”.  
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Figure xxix: confirmation of successful fail2ban installation 

 

Fail2ban has four configuration files. Create a jail.local file by running “sudo cp /etc/fail2ban/jail.conf 

/etc/fail2ban/jail.local” then use nano text editor to open the newly created file “sudo nano 

/etc/fail2ban/jail.local”.  

 

Figure xxx: jail.local file 

• Several configurations can be done to increase the security of the server. Setting the 

“maxretry” value to “4” will strengthen the SSH as after 4 unsuccessful attempts, the IP 

address will be banned.  
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• Modifying the “Find time” makes brute force attack on the server an unviable attack method 

as it may take specified minutes to be allowed to retry to log into the server.  

 
 

• Editing the “Ban time” will indicate how long an IP is banned. To make it very secure, setting 

the “Ban time” to a negative number will permanently ban the IP address. This prevents 

repetitive attempts from an attacker attempting to gain access to the server. 

 
 

• To avoid banning a specific IP address, for instance the client IP address, add the IP to the 

“ignoreip” 

 

After modifying the jail.conf file, save it then restart fail2ban with “sudo systemctl restart fail2ban” 

to activate these changes. 

 

8. Installing and configuring Pluggable Authentication Modules (PAM) Package 
On Nat, update the server then install the pam package with “sudo apt install libpam-pwquality”. 

Navigate to “/etc/security/pwquality.conf” to configure password policies. This pwquality 

configuration provides several password policies that can be customised to further harden the 

server. Note, uncomment the policy to be enforced. The policies implemented in this server are as 

follows. 

• Password minimum length: Increasing the length of the password ensures that users’ 

passwords are strong and not easily guessable. “minlen” was set to 14.  

 
 

• Require at least one digit, one uppercase, one special character, one lowercase character: 

Setting “dcredit” to -1 will force users to have at least one digit, “ucredit” to -1 to have at 

least one upper case character, “ocredit” to -1 to have at least one special character, and 

“lcredit” to -1 to have at least one lowercase character in their password which makes it 

harder for an attacker to guess.  
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• To prevent users from reusing their old passwords, which could be a security threat as an 

attacker might be able to guess it, open the “common-password” configuration file from 

“/etc/pam.d”. and include “password required pam_pwhistory.so remember=5” where 

appropriate. 

 
 

• In the “common-password” configuration file, ensure the password hashing algorithm being 

used Is SHA-512 as it provides a much stronger hashing compared to MD5. This provides an 

additional protection to the system by increasing the difficult an attacker will have to 

experience to determine passwords. Add “password [success=1 default=ignore] pam_unix.so 

sha512” in the file where appropriate. 

 
 

• Configure the “login.defs” file to add several security hardening features on server.  Modify 

the “PASS_MIN_DAYS” parameter to restrict the frequent password changes and prevent 

repetitively changing of password in attempt to bypass password reuse controls. 

“PASS_MIN_DAYS” was set to no less than 1 day. 

 
 

• Inside the “login.defs” modify the “PASS_MAX_DAYS” parameter to set an expiration day for 

the password. This is done to reduce an attacker’s window to comprise credentials. 

“PASS_MAX_DAYS” was set to 90 days therefore, after every 90 days a new password will 

have to be set. 

 
 

• To warn a user about their password expiration before it expires, modify the 

“PASS_WARN_AGE” parameter. It was set to 7 days so a week before a user’s password 

expires, they will be warned. 
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9. Hotlink protection 
To implement a hotlink protection on the server, navigate to the root directory of the website, which 

in my case was “/var/www/gojogym.com” and create a “.htaccess” file using nano. Inside this newly 

created file add figure xxxi. 

 

Figure xxxi: : .htaccess 

 

10. Implementing an Intrusion Detection System (Snort) 
Intrusion Detection System helps in monitoring the server for suspicious activities such as security 

breaches and enables users to respond quickly to such activity effectively. The Intrusion Detection 

System implemented was Snort. To install snort the server must have access to the internet and in 

the terminal enter “sudo apt-get install snort”. Snort will ask for the interface to listen on, find this 

by entering “ifconfig” on the terminal.  

 

Figure xxxii: Specifying interface Snort should listen on 
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After installation, navigate to snort configuration file and open by entering “sudo nano 

/etc/snort/snort.conf”. Inside the file, uncomment lines to enable specific rules. Enable default snort 

rule. 

 

Figure xxxiii: Snort default rule 

 

Save the file then in the terminal enter “sudo snort -T -c /etc/snort/snort.conf -I enp0s3” to validate 

the configuration. 

 

Figure xxxiv: successful snort configuration validation 

Restart snort to apply the changes.  

 

11. Implementing an unattended updates system 

Using unattended updates system minimises downtime or security breaches due to outdated 

software or vulnerabilities. Install the unattended-upgrades packages by running “sudo apt install 

unattended-upgrades” in the terminal. Open the configuration file for unattended upgrades by 

entering “sudo nano /etc/apt/apt.conf.d/50unattended-upgrades” after installation. Inside this file, 

remove the slashes on “Unattended-Upgrade::Allowed-Origins” to allow the rule.  

 

Figure xxxv: Allowing unattended update rule 

 

Uncomment “Unattended-Upgrade::Automatic-Reboot” and change the value to “true” to allow the 

system to automatically reboot after installing updates. 

 

Figure xxxvi: Allowing system reboot after updates 
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Save the unattended upgrades configuration file and open the package update manager 

configuration file by running “sudo nano /etc/apt/apt.conf.d/20auto-upgrades” command. Ensure 

the line “APT::Periodic::Update-Package-Lists” is uncommented to allow the system to update 

package list automatically. Uncomment “APT::Periodic::Unattended-Upgrade” and set the value to 

“true” to allow the server to automatically install security updates to ensure the system is always up-

to-date.  

 

Figure xxxvii: Allowing security updates and package installation 

 

Save the package update manager configuration file and restart the unattended-upgrades with 

“sudo systemctl restart unattended-upgrades” command to apply the changes. 

12. Web application firewall (WAF) implementation 

Before setting up a web application firewall, update the system. Web application firewall provides 

advanced security capabilities and protects the server from common web-based attacks such as SQL 

injection, cross-site scripting. 

In the terminal, install ModSecurity and its Apache module by running “sudo apt-get install 

libapache2-mod-security2” command. The next step to enable the ModSecurity module then restart 

apache2. This is done by entering “sudo a2enmod security2” followed by “sudo systemctl restart 

apache2”.  

 

Figure xxxviii: Enabling ModSecurity module 

 

Create the configuration file for ModSecurity by running “sudo cp 

/etc/modsecurity/modsecurity.conf-recommended /etc/modsecurity/modsecurity.conf”. then open 

the ModSecurity configuration file and modify the rules for the website with “sudo nano 

/etc/modsecurity/modsecurity.conf”.  

One modification that was done inside the ModSecurity configuration file was 

“SecRequestBodyLimit”. A limit was set on “SecRequestBodyLimit” to help prevent an attacker from 

sending a large amounts of data to the server to consume the server resourses and cause a denial-

of-service attack. 
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Figure xxxix: Enabling ModSecurity rule 1 

 

Another modification that was done was the “SecRequestBodyLimitAction”. This option was set to 

“Reject” to prevent an attacker from exceed the request body’s specified limit. 

 

Figure xl: Enabling ModSecurity rule 2 

 

After implementing the changing in the file, save the ModSecurity configuration file and then on the 

terminal, reload apache2 with “sudo systemctl reload apache2” 

 

13. Two-Factor Authentication implementation 

Install Two-Factor Authentication by running “sudo apt-get install libpam-google-authenticator“ in 

the terminal. After a successful installation, enter “google-authenticator” to start Google 

Authenticator setup. Several questions will be asked and a QR code given. When asked to disallow 

multiple uses of same authentication code, select yes as it Is more secure since a token will belong to 

one and only one user. 

 

Figure xli: Two-Factor Authentication installation question 1 

 

When ask about rate limit, select yes as it makes brute force attacks an unviable attack choice since 

it prevents not more than 3 logins attempts in 30s. 

 

Figure xlii: Two-Factor Authentication installation question 2 

 

Install google authenticator on mobile device and scan the given QR code. Continue answering the 

question and when done, edit the PAM configuration by entering “sudo nano /etc/pam.d/sshd” to 

open the file then add “auth required pam_google_authenticator.so” at the top of the file.  
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Figure xliii: Allowing google authentication in PAM configuration file 

 

Afterward, restart the SSH service with “sudo systemctl restart sshd” command to apply the 

changes. 

 

TESTING 
When it comes to server management and security, testing is an important aspect. Testing ensures 

that security measures that are implemented work effectively and helps in identifying vulnerabilities 

or weaknesses on the server. Regular testing of the server also helps prevent potential security 

breaches and reduces the risk of data loss and system downtime. Several test was done on selected 

security features on the ubuntu server. 

1. Two-Factor Authentication testing 

The two-Factor Authentication was tested to ensure it worked correctly. To do this, ensure the client 

machine and the server can ping each other by configuring the networks. Inside the terminal of the 

client machine, enter the server with SSH by running “ssh user@192.168.206.62” command. If SSH 

asks for a verification, which is the six-digit number on the google authenticator app, then the two-

Factor Authentication works correctly. 

 

Figure xliv: 6 digit code for google authentication 

mailto:user@192.168.206.62
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Figure xlv: SSH prompting for verification code 

 

Another security feature that was implemented was “rate limit”. This was tested by intentionally 

entering the wrong password more than 3 times within 30 seconds to confirm if the server blocks 

login attempt. 

 

Figure xlvi: SSH showing verification failure 

 

2. Snort testing 

To test the snort intrusion detection system, Nmap tool was installed on a different virtual machine 

to scan the server’s network ports and generate network traffic which should trigger the Snort’s 

rules. Before running the scans, turn snort on by entering “sudo snort -i enp0s3 -c 

/etc/snort/snort.conf -A console” command on the server’s terminal. 
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Figure xlvii: Snort activation 

 

On the attacker machine with Nmap installed, run “nmap 192.168.206.62” to perform a basic scan 

on the server to confirm Nmap is active and can scan the server. 

 

Figure xlviii: Confirming if nmap is activate 

 

Perform a SYN scan on the server’s network ports to generate suspicious activity alert with “sudo 

nmap -sS 192.168.206.62” 
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Figure xlix: Performing nmap commands to generate suspicious alert 1 

 

Use nmap to scan for common vulnerabilities on the server to trigger the snort rules with “sudo 

nmap --script vuln 192.168.206.62”. 

 

Figure l: Performing nmap commands to generate suspicious alert 2 

 

On the server with snort activated, an “Attempted Information Leak” message is shown with the 

attack’s IP address meaning snort detected a suspicion activity.  
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Figure li: Snort displaying attempted information leak 

Exit snort and view all alerts associated with the server by running “grep "192.168.206.62" 

/var/log/snort/snort.log”. 

 

3. Pluggable Authentication Modules (PAM) Package testing 

To test the password policies that were set with the PAM package, run “passwd” to activate the 

password change. 

 

Figure lii: Password change for server 

Enter current password to verify the user and when prompted to enter new password, enter one 

without a digit to test “dcredit”. If “BAD PASSWORD: The password contains less than 1 digit” 

message appears, then “dcredit” rule was set correctly. 

 

Figure liii: PAM Package test on dcredit 

 

Test the “ucredit” rule by entering a password without an uppercase letter. 

 

Figure liv: PAM Package test on ucredit 

 

Test the “lcredit” rule by entering a password without a lowercase letter. 

 

Figure lv: PAM Package test on lcredit 

 

Test the “ocredit” rule by entering a password without a special letter. 



 42 

 

Figure lvi: PAM Package test on ocredit 

 

Test the “minlen” rule by entering a password less than 14 characters. 

 

Figure lvii" PAM Package test on minlen 

 

4. SSH hardening testing 

Several tests were conducted on the SSH hardening implemented on the server. First was to test the 

“AllowUsers” rule in the sshd_config file. To do this, a new user was created on the server by 

running “sudo adduser jane” on the server’s terminal, setting a password for the user then following 

the additional prompts to add more information about this new user. 

 

Figure lviii: Creating new user on server 

 

After creating the user, configure two-factor authenticator on this new user. Switch to the client 

machine and try to log into server through SSH with a user that is allowed to test if SSH is working 

correctly. Afterwards, try using this newly created user to log into the server through SSH. Since this 

new user is not listed in the “AllowUsers”, SSH should not let them in.  
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Figure lix: Unsuccessful SSH attempt for new user 

 

Now, add the new user to the allowed users and try to log into the SSH as the new user. The SSH 

should let them in now since they are in the “AllowUsers” list 

 

Figure lx: Successful SSH attempt for new user 

 

The “PermitTunnel” rule in the sshd_config was tested as well. This was done by running “ssh -v -w 

0:0 user@192.168.206.62” command on the client machine. Since “PermitTunnel” is set to “no”, no 

tunnel will be established. 

mailto:user@192.168.206.62
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Figure lxi: Unsuccessful tunnel creation 

  

5. Fail2ban testing 

Testing the fail2ban configuration requires another virtual machine that has not been set on the 

“ignoreip” in the fail2ban configuration file. Configure the new virtual machine to ping the server 

and call it “attacker”. In the terminal of the attacker machine, try to log into the SSH with the wrong 

credentials. If after 4 incorrect attempts and the SSH disconnects, the “maxretry” rule is active. 

 

Figure lxii: Fail2Ban test on maxretry 

To test the “bantime” rule, try to login using SSH. SSH should refuse connection which indicate the 

host address Is banned 

 

Figure lxiii: Fail2Ban test on bantime 

 

Add the attacker IP address to the fail2ban configuration file and retry to login. SSH should allow 

relogin even after exceeded “maxretry”. 

 

Figure lxiv: Fail2Ban test on maxretry 2 

 

6. MySQL testing 

The first security feature that was implemented into the MySQL was disabling root logins without 

authentication. To test this, run “sudo mysql”. Access to the database should be denied. 
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Figure lxv: MySQL disallowing entry by defaul root access 

 
Afterwards, run “mysql -u root -p”. This command will prompt for the password to authenticate the 

user. 

 

Figure lxvi: MySQL test on root plus password access 

 

Website Development Documentation 
As part of this project, a website was created as a case study for analysing and developing a secure 

web server. The website, gojo.com, was designed for a fictional gym site that provides personal 

training services. The site's main goal was to offer users a convenient and secure way to book 

training sessions with a personal trainer. Using PHP, gojogym.com was created on the Ubuntu 

server. The gym website allows users to log in and book a training session with several personal 

trainers. Personal trainers can also log in to see whom their booked with and which day they have 

been booked. The website is linked with the web server and demonstrates the importance of web 

server security with a showcase of some of the best practices for developing a secure website. 
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Figure lxvii: Client log in page 

 

 

Figure lxviii: Personal Trainer log in page 

 

On the user’s dashboard page, users can see the opening hours for the gym and also book sessions 

with their preferred personal trainer. 
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Figure lxix: Client Dashboard page 

 

The About section for clients gives more information about gojogym.com and presents the team 

with a little information about each.  

 

Figure lxx: Client About page 

The personal trainer dashboard shows the PT who they are booked with and the time they have 

been scheduled for. It also has information about the importance of personal trainers. 
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Figure lxxi: Personal Trainer Dashboard page 

 

The About page for personal trainers has information about why gojo gym may be suited for the 

personal trainers and the benefit personal trainers are for clients. 

 

Figure lxxii: Personal Trainer About page 

Guest can also access the website by clicking on the “Continue as a guest” option on the client log in 

page. The guest page only have useful information about gojo gym such as the Opening Hours, why 

they should join us and the team at gojo gym. 
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Figure lxxiii: Guest page 

 

There is a create an account feature through the client log in page and here, the data entered gets 

stored in PHPadmin database. 

 

Figure lxxiv: Create an account page 
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Conclusion And Critical Review 
This section of the report will critically review the outcome, aims and objectives and evaluate if the 

project succeeded in achieving the expected goals. The project completed all of the intended aims 

stated. A thorough investigation was conducted into different tools and systems that can b used to 

strengthen the security of web servers. A secure webserver was developed using information gained 

from research, and the developed web server was tested for vulnerabilities. Regarding the project’s 

objectives, deep research was successfully conducted and provided a literature review about all the 

different ways to secure web servers. 

This project was well-managed in terms of milestones, deliveries, and time management. The 

project's timeline was clear, and tasks were divided to make them manageable, allowing for 

effective monitoring. The project was reviewed regularly to ensure that project was on track and 

that any issues encountered were adequately addressed. Due to minor delays and challenges during 

the project, not all the established milestones were met on time. However, the project was 

successfully completed within the given timeline. Development, testing and documentation were 

carefully planned and executed on schedule. In terms of deliverables, the project achieved all stated 

deliverables, from the literature review to the documentation.  

The aspect of the project that worked well was the implementation and testing of the LAMP stack, 

Secure Shell (SSH) and SSH hardening, Secure Socket Layer (SSL), Fail2ban, Two Factor 

Authentication, PAM Password policy configuration, Snort Intrusion Detection System, Unattended 

updates system, Web application firewall, creating a website using PHP and PHPadmin for the 

database and hotlink protection. These tools and software were successfully implemented and 

tested for effectively successfully. 

The project succeeded in achieving its intended outcome. However, there are always areas that 

could have been changed to improve the project. The scope of the project could have been changed 

to allow for a more targeted and focused approach. The scope could have been refined to focus on a 

certain aspect of web server security that needs protection, such as protection from DDoS attacks. A 

more refined scope would have also helped in looking at other commonly used web servers such as 

Google Cloud Platform. Regarding the testing, a wide range of attacks could have been tested on the 

implemented security tools and software to ensure further the effectiveness of the web server 

developed. The project could have been extended to discuss the cost of security tools and software 

to give a more practical and realistic analysis of ways to secure web servers. 

There are several potential future development paths to build on based on the findings and outcome 

of this project. One possible future development path is using sophisticated security tools and 

software designed specifically for web servers. This path revolves around developing new software 

or using machine learning and artificial intelligence algorithms to secure web servers. Another future 

development path is further research and development of industry-standard security practices and 

regulations regarding web server security. This will include new security frameworks and standards 

development, such as the NIST cybersecurity framework for web servers. 
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